Generating a Wildcard CSR in IIS

On the Doc.It server, open Internet Information Services (IIS) Manager and click the Server
Certificates option in the IIS section.
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Within the feature, click Create Certificate Request. The Request Certificate Wizard will
appear. Fill out the form as such:

Common Name: *[.yourdomain.com]
Organization: [the name of your Organization]

Organizational Unit: IT

City: [your organization's city/main place of business]
State/Province: [your organization's State or Province]
Country/Region: [your organization's country, usually US or CA]
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On the next screen, leave the Cryptographic service provider as Microsoft RSA SChannel
Cryptographic Provider and ensure the Bit Length is set to 2048:
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/
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Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the

certificate's encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.
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Next, specify a file name and where the CSR will be saved. For simplicity's sake you can save
it on the desktop, as a txt file. Click finish when done.



The resulting file should look like this:

| ----- BEGIN NEW CERTIFICATE REQUEST-----
MIIEaTCCA1ECAQAwWCTELMAKGALUEBhMCQOEXCzAIBgNVBAgMAKkOOMREWDWYDVQQH
DAhBbmNhc3R1cjEaMBgGA1UECEWRWWO1ciBDb21wYWS5IE10Qy4xCzAIBgNVBASM
Ak1UMRKkwFwYDVQQDDBAgqLn1lvdXJkb21haW4uY29tMIIBIjANBgkqhkiGOwOBAQEF
AAOCAQ8AMIIBCgKCAQEAXxotfBRMt+bmQ9g3gge@kBGOGZpR8uvIAVksLNVS6Z6ud
mA1HNiw7FaOAARYUKIfxhv31uotMqlYrHTYCk61pEz6LF8HEICc11vNKop14x6UzQ
XYgzdYZRX6IxSVgqVTkOcTOSFiQ43Vc6Db7vwoD+zvz4bkDW+BC40QCIESWOYFDz
ImgRythYWPahoc6X1gFRX8KefXzwIUev9jbXhkxy6zOEmnKolj2iMjTe0Dcnrtws
tmI2XNVGWXTVqfLyh/FwybUcMk4+iHOmbfhzXAGDPnmzYV6f1lcA4AMtO5jGwyyIn
/mgJOw4aM16ESVcCm8G90IpkjOTgioZgXySIBuithDQIDAQABOIIBsTAcBgorBgEE
AYI3DQIDMQ4WDDEWL jAUMTkwNDQuUMjBLBgkrBgEEAYI3FRQXPjA8AgEFDBhBTkMt®ICI1EQ7xPn/9eaFAcASmpxy4vrMNPL1U=

----- END NEW CERTIFICATE REQUEST-----

Once you have the CSR, upload it to your Certificate Authority when requesting a new
certificate or renewing one. For the latter option, ensure that you select the option to renew
with a new private key or re-key of the certificate. Follow your Certificate Authority's guides
on how to do this, or request support. Doc.It personnel may be able to assist via
screensharing session, if you are logged into the Certificate Authority's portal.



Completing the Certificate

On the Doc.It server, open Internet Information Services (IIS) Manager and click the Server

Certificates option in the IIS section.
ﬁ nternet Information Services (1IS) Manager
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Within the feature, click Complete Certificate Request. The Complete Certificate Wizard will
appear. Fill out the form as such:

File containing the certificate authority’s response: [browse to the .crt or .cer file received]
Friendly name: [type a name that's easy to recognize]

Select a Certificate Store for the new certificate: Personal

:""_ ” Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate authority's

FESpONSE.

File name containing the certification authority's response:

| Chtempcert\mycert.crt

Friendly name:

|yourdomai n.com-22

Select a certificate store for the new certificate:

I Personal

]




Note: The Certificate must always be stored in the Personal Store of the Local Machine,

especially on the Doc.lt server.

Click ok when done. The certificate will now show up in the list and can be bound to web

sites.

Uél Server Certificates

Use this feature to request and manage certificates that the Web server can use with websites configured for 55L.
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You can double click the certificate to open it and see its properties.
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General Details Certification Path

L g Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remate computer
» Al issuance policies

Issued to: *.yourdomain.com
Issued by: Certificate Authority CA

valid from 2/26/18 to 9/25/23

'? ‘fou have a private key that corresponds to this certificate.

Issuer Statement

OK

Note: you should see that it has a private key.



