Importing a certificate into the Personal Store

Run MMC.exe, either by clicking the Start button and searching ‘mmc’ or through the Run
Command. Go to File>Add or Remove Snap-ins and add the Certificates Snap-in for the
Computer Account.
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On the next screen, ensure Local Computer is selected and click Finish. Now expand the
Certificates (Local Computer) tree on the left and select the Personal Store. Right-click
anywhere in the main pane area and select All Tasks>Import.
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In the Certificate Import Wizard, click Next then browse to your .pfx certificate file.
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File to Import
Specify the file you want to import.

File name:

Z:\mycert.pfx I I Browse... I

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

Next Cancel

Note: Double-clicking a PFX file in File Explorer will launch this wizard automatically, however you will
need to specify the Store Location as Local Machine on the first screen of the wizard.



On the next screen, enter the password you set on the .pfx file. Under Import Options,
ensure that "Mark this key as exportable” is checked.
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Private key protection

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[Jpisplay Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

Indude all extended properties.

On the next screen you have the option to select the Store once more. Ensure it is set to

Personal and click next. Click Finish on the following summary screen to complete the
import.

The certificate is now imported.



